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Abstract: This paper presents a new optical technique for image encryption based on chaotic Baker map and Double Random Phase 
Encoding (DRPE). This technique is implemented in two layers to enhance the security level of the classical DRPE. The first layer is a 
pre-processing layer, with the chaotic Baker map on the original image. In the second layer, the DRPE is utilized. Matlab simulation 
experiments show that the this technique enhances the security level of the DRPE, and at the same time it has a better immunity to 
noise. 
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1. Introduction 
 
Optical information-processing systems have emerged as a 
very promising means of encryption, securing and 
validation of data. They exploit the advantage of the 
inherent parallelism of optical systems, the processing of 
information at the speed of the light, and its versatility for 
manipulating the information in the spatial domain or in 
the spatial frequency domain. Under these circumstances, 
optical systems are considered to be a good solution for 
real-time secure 3D television and video-conference 
systems, where a digital communication channel transmits 
encrypted digital holograms and then this information is 
retrieved and displayed by means of secure 3D display 
systems. To encrypt the data, one of the most popular 
techniques is the double random phase encryption scheme. 
 
This scheme uses a classical 4-f correlator and two 
random phase masks. The first mask is placed in the input 
plane immediately after the image to be encrypted. The 
second mask is located in the Fourier domain. Up to now, 
a complete analysis regarding the security of this 
technique has not been performed. To meet the 
requirements of modern applications with high levels of 
security, DRPE with chaotic map pre-processing is 
proposed in this paper.  
 
2. The DRPE 
 
The DRPE presented by Refregier and Javidi is based on 
the modification of the spectral distribution of the image. 
Without any prior information about this spectral 
modification or the target image at the receiver, the image 
decoding cannot be done. The main idea of this approach, 
as shown in Fig. 1, depends on inserting two encoding 
keys (random phase) in a setup called “4f”. The Setup is 
an optical system consisting of two cascaded lenses 
separated by two focal lengths as in Fig. 1, with each of 
the input and output image planes one focal length outside 
the lens system from different directions (i.e., the total 
length is four focal lengths, hence “ ”). The decryption 
process uses the same Fourier Random Phase Mask 
(RPM) as in the encryption process. The DRPE, when 

applied in an optical processor, requires the complex 
conjugate Fourier phase key to decrypt the image. 
 
The DRPE consists mainly of three stages: 
 
1) The first key, i.e., the RPM1, is multiplied by the 

target image to be encrypted. The resulting image 
should be displayed in the input plane of the “4f” 
setup and lighted with a parallel coherent light 
resulting from a Laser generator. This procedure 
introduces the first modification to the spectrum of 
the target image. 

 

 
Figure 1: Optical setup for DRPE  method 

2) The second key, i.e., RPM2, is directly inserted into 
the image spectrum in the Fourier plane. The 
multiplication of the RPM2 by the spectrum obtained 
in the first stage can introduce the second 
modification into the spectrum of the target image. 
 

3) A second optical Fourier transform is carried out 
using a second lens to obtain the encoded image in the 
original 2-D space of image. 

 
The DRPE method in detail consider a primary intensity 
image f(x, y) with positive values where x and y denote 
the spatial domain coordinates. Also v and ŋ denote the 
Fourier domain coordinates. Let Ψ(x, y) denote the 
encrypted image and n(x, y) and m(x, y) denote two 
independent white sequences uniformly distributed in 
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[0,2π] to encode f(x, y) into a white stationary sequences 
two RPMs are used Ψn(x, y)= exp [2i π n(x, y)] and Ψm(x, 
y)=exp[2i π m(x, y)] h(x, y)=m(x, y) is a phase function 
uniformly distributed in [0,2π].The second RPM, Ψm(v, ŋ ) 
is the Fourier transform of the function h(x, y), that is; 
 

FT{h(x, y)} = h^(v, ŋ)= Ψm(v, ŋ )=exp[2i π m(v, ŋ)]   (1) 
 
The encryption process consists of multiplying the 
primary image by the first RPM Ψn(x, y). The result is 
then convolved with the function h(x,y). The encrypted 
function is complex with amplitude and phase, and is 
given by the following expression. 
 

Ψ(x, y)= {f(x, y) Ψn(x, y)} * IFT { Ψm(v, ŋ )}          (2) 
 
Where the symbol (*) denote the convolution. The 
encrypted function in (2) has a noise-like appearance that 
does not reveal the content of the primary image. 
Regarding the amplitude-coded primary image f(x, y), (2) 
is a linear operation.  
 
In the decryption process Ψ(x, y) is Fourier transformed, 
multiplied by the complex conjugate of the second RPM 
Ψm(v,ŋ) that acts as a key and then inverse Fourier 
transferred then the output is 
 
IFT{FT[Ψ(x, y)] Ψm

*(v, ŋ )} 
=IFT{FT[f(x, y) Ψn(x, y)] Ψm(v, ŋ ) Ψm

*(v, ŋ )} 
= f(x, y) Ψn(x, y)}                                                            (3) 
 
whose absolute value turns out the decrypted image f(x, y) 
.The whole encryption–decryption method can be 
implemented either digitally or optically. The optical 
hardware can be the classical -processor shown in Fig. 1. 
In the encryption process, the -processor has the first RPM 
stuck to the primary image in the input plane and the 
second RPM in its Fourier plane. In the output plane, the 
encrypted function is recorded, in amplitude and phase, 
using holographic techniques. In the decryption process, 
the -processor has the encrypted function in the input 
plane and the key, that is the complex conjugate of the 
second RPM, in its Fourier plane. In the output plane, the 
decrypted image is recovered using an intensity-sensitive 
device such as a CCD camera. 
 
Optical information can be hidden either in the complex-
amplitude form or in the phase-only form or in the 
amplitude-only form. If the encrypted data Ψ(x, y) are 
complex (amplitude and phase) functions, such as those 
described in the method originally proposed by Refregier 
and Javidi then there are some practical constraints to 
encode them. However, if the encrypted data can be either 
phase or amplitude only, then the recording and storage is 
easier. The phase is often chosen to encode, convey, and 
retrieve information for many reasons such as higher 
efficiency, invisibility to the naked eye, and more security 
than the amplitude. Towghi et al. modified the linear 
encoding technique of the DRPE by introducing a 
nonlinear (full-phase) encoding, for which a phase-only 
version of the primary image is encoded. Thus, the fully 
phase-encrypted image is given by the following equation: 
 

 
Ψp(x, y) = {exp [i π f(x, y)] Ψn(x, y) } * h(x, y) ={exp [i π 
f(x, y)] Ψn(x, y) }*IFT {Ψm(v, ŋ) }                                 (4) 
 
and it can be generated either optically or electronically in 
a way similar to that described in . The same optical setup 
shown in Fig. 1 is used for decryption, but in this case, the 
complex conjugate of both RPMs Ψn

*(x, y) = exp [-2 i π 
n(x, y)] and Ψm

*(v, ŋ) = exp [-2 i π m (v, ŋ)] referred to as 
keys, are necessary for decryption. The Fourier phase key 
and Ψm

*(v, ŋ) is placed in the Fourier plane, whereas the 
phase key Ψn

*(x, y) is placed at the output plane of the 
optical processor. The phase-only version of the primary 
image is recovered in the spatial domain. The primary 
image f(x, y)can be visualized as an intensity distribution 
by extracting the phase {exp [i π f(x, y)] of and dividing it 
by π. 
 
The simplicity and the ease of implementation of DRPE 
have made it very attractive, but it has some drawbacks 
emphasized in the literature . Recently, the authors of 
meticulously analyzed the DRPE and mentioned a large 
number of possible attacks. They also suggested few 
propositions to increase the encoding rate either with an 
increased number of keys or with the addition of another 
security layer. We adopt their second proposition in this 
paper. 
 
3. Chaotic Baker Map 
 
The chaotic Baker map is well-known to the image 
processing community as a tool of encryption. It is a 
permutation- based tool, which performs the 
randomization of a square matrix of dimensions M × M by 
changing the pixel positions based on a secret key. It 
assigns a pixel to another pixel position in a bijective 
manner. The discretized Baker map is denoted by 
B(v1,v2….vk) , where the sequence of k integers 
v1.v2,v3,….vk is chosen such that each integer vi divides 
M, and Mi=v1+v2……+vi 
 
The pixels at indices (l, s), with Mi ≤ l < Mi + vi and 0≤s 
< M is mapped to B(n1,…..nk)(l, s) 
 
=[ M/vi(l- Mi) + s mod M/vi ,vi/M(s- s mod M/vi) +Mi] (5) 
 
This formula is implemented in the following steps; 
 
1) The square matrix is divided into k rectangles of 

width vi and number of elements M 
2) The elements in each rectangle are rearranged to a 

row in the permuted rectangle. Rectangles are taken 
from right to left beginning with upper rectangles, and 
then lower ones. 

3) Inside each rectangle, the scan begins from the 
bottom left corner towards upper elements. 

 

Paper ID: 02061401 Licensed Under Creative Commons Attribution CC BY 2 of 4



International Journal of Scientific Engineering and Research (IJSER) 
www.ijser.in 

ISSN (Online): 2347-3878 
Volume 2 Issue 6, June 2014 

 
Figure 2: An example for the chaotic randomization of an 
(6× 6) square matrix (i.e. M=6). The secret key S = [3 12] 

 
4. The Proposed Technique 
 
The proposed technique is based on adding a pre-
processing chaotic Baker map layer to allow for the 
randomization of the image pixels prior to optical 
encryption. This layer can be performed numerically to 
avoid the complexity of the all-optical implementation. 
The second layer is the classical DRPE. Figs. 3 and 4 
show the encryption and decryption processes of the 
proposed technique, respectively. With this proposed 
implementation, we can achieve the following gains: 
 
1) Cracking or hacking the encrypted images becomes 

harder. Let us imagine the case when a hacker may 
crack the DRPE key, i.e., the second RPM, he still 
cannot obtain the target image as it is protected by the 
first auxiliary key of the chaotic Baker map. 

2) All acts of piracy on the encrypted image could affect 
the chaotic randomized pixels. In this case, we can 
easily notice if the received image has been 
intercepted or modified. 

3) The proposed technique could also be used as a 
water-marketing technique. 

 
The encryption process is described mathematically as: 
 
Ψb(x, y) = FT�[FT��b(x, y)φn(x, y)�φm(v, ŋ)](6) 
 
The decryption process is described as 
 
IFT(FT�φb(x, y)φm ∗ (v, ŋ)�=�b(x, y)φn(x, y)7 
 
Eliminateφn(x, y) by taking the magnitude, and then 
perform chaotic Baker map decryption. 
 

 
Figure 3: Block diagram of proposed encryption process 

 

 
Figure 4: Block diagram of proposed decryption process 

 
5. Simulation Experiments 
 
Several Matlab experiments have been carried out to test 
the proposed technique and compare its performance with 
those of the DRPE and chaotic Baker map encryption. The 
three images of the Girl, Lena, and Plane shown in Fig. 5 
have been used in the experiments. Visual results for the 
Lena image are shown in the paper. 
 

 
Fig. 5. Girl, Lena, and Plane images. (a) Girl. (b) Lena. (c) 

Plane 
 

 
Figure 6: Encrypted Lena image of (a) DRPE (b) Baker 

map (c) Proposed method 
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Figure 6 shows the encryption results of the Lena image 
with different algorithms. One of the important factors in 
examining the encrypted image is the visual inspection. 
 
6. Conclusion 
 
In this paper, an encryption technique based on chaotic 
Baker map and the DRPE has been presented. The chaotic 
Baker map is used as a pre-processing layer to increase the 
security level. The implementation of the proposed 
technique is simple, and achieves good permutation and 
diffusion mechanisms in a reasonable time with large 
immunity to noise, which is a required property for 
communication applications. 
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