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Abstract: With the rising number of cybersecurity attacks, intrusion detection systems (IDS) play a vital role in spotting unauthorized
access and lowering security risks. This study presents a framework that integrates principal component analysis (PCA) for
dimensionality reduction with random forest (RF) for classification tasks. The proposed model is evaluated using the NSL-KDD dataset,
showing notable gains in detection accuracy, reduced error rates, and faster processing compared to common models like SVM and
Naive Bayes. Results show that the proposed approach achieves 96.78% accuracy while keeping the error rate at 0.21%.
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1. Introduction

An IDS is a protective system built to observe network
activity and detect any unusual or malicious behavior. It acts
as a safeguard by alerting administrators to possible
breaches. IDS can be broadly divided into two categories:
network-based intrusion detection systems (NIDS) and host-
based intrusion detection systems (HIDS). NIDS inspects
network packets to find suspicious patterns, whereas HIDS
focuses on monitoring the activities of a specific device or
host. Detection methods include signature-based detection,
which uses known attack patterns, and anomaly-based
detection, which identifies deviations from normal behavior
using machine learning approaches.
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Figure 1: System Diagram for IDS

1.1 Motivation for the Project

The increasing sophistication of cyber threats presents a
growing challenge for organizations seeking to protect their
digital assets. As businesses gather and process more data,
the potential vulnerabilities also increase, making it harder
for traditional security measures to keep pace with emerging
risks. This creates a critical need for advanced systems that
can detect malicious activity in real-time, with high
precision and minimal human oversight.

The aim of this paper is to investigate the effectiveness of
various techniques in identifying cyber threats, while also
developing a system that not only improves detection
performance but also assists in real-time decision-making
for cybersecurity teams.

1.2 Limitations in Current IDS Systems

Despite advancements in machine learning for IDS, several

limitations persist:

e High Computational Overhead:

e Complex models like deep learning require more time
and hardware resources.

e False Alarms: Even optimized IDS models may
occasionally flag normal behavior as malicious, requiring
manual investigation.

o Difficulty in Feature Interpretation: PCA transforms
features into principal components, which are harder to
map back to real network parameters.

o Data Imbalance: IDS datasets often have more normal
records than attack ones, which affects classifier
learning.

e Generalization to Real-Time Scenarios: Some models
trained on offline data perform poorly in real-time
deployments due to unseen patterns.
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1.2 Principal Component Analysis (PCA)

PCA is a widely used method for reducing data dimensions
in machine learning, converting high-dimensional datasets
into fewer dimensions’ while preserving important trends
and variations. In IDS, the main aim of PCA is to remove
irrelevant features, speeding up computations while keeping
detection accuracy high. Selecting the most valuable features
improves IDS performance and reduces overfitting, leading
to better adaptability to new data.

The PCA process involves:

1) Start with the dataset: The dataset contains d dimensions,
representing the features.

2) Calculate the mean vector: Compute the average vector
for each of the d dimensions.

3) Covariance matrix: Building the covariance matrix to
find relationships among features

4) Eigen decomposition: Determine the eigenvectors (e, ez,
es... ef) and eigenvalues (A1, A2, As... AY) of the covariance
matrix.

5) Sort eigenvalues: Rank the eigenvalues in descending
order and select the top n eigenvectors corresponding to
the largest eigenvalues, forming a matrix of reduced
dimensions (d, = m).

6) New sample space: Apply this new eigenvector matrix to
transform the original data into a lower-dimensional
space.

The resulting “principal components” hold the most
important data patterns while lowering dimensionality.

1.3 Random Forest (RF) Classifier

The Random Forest method builds multiple decision trees
and merges their predictions to boost accuracy and stability.
Unlike many traditional classifiers, RF reduces overfitting
and performs well on large datasets with noisy or irrelevant
data.

For IDS, RF effectively distinguishes between normal and
malicious network activity, making it a strong choice for
cybersecurity applications.
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Figure 1: working of Random Forest with PCA

This Work Proposes Combining PCA for Feature Selection
with RF For Classification to Achieve High Detection
Accuracy with Less Computation. Similar Approaches Have

Been used for Iot Device Identification, where Deep
learning models categorize network traffic into binary and
multi-class formats with strong accuracy [7].

2. Literature Review

The authors in [9] presented an IDS solution using SVM and
Naive Bayes, finding that SVM provided better results.
Experiments were conducted using the KDD dataset to
compare detection and false alarm rates. Another study
performed three experiments with feature selection, Naive
Bayes, adaptive boosting, and partial decision trees, showing
their usefulness in detecting intrusions [9].

Further research in [10] showed that combining artificial
neural networks with feature selection can outperform SVM.
Using the NSL-KDD dataset, these approaches delivered
strong outcomes [10].

A detailed review of machine learning-based IDS techniques
compared multiple algorithms by accuracy and false alarm
rates, highlighting their ability to improve detection
performance. A logistic regression and belief propagation-
based approach was introduced in [12], improving detection
speed over earlier methods. Work in [13] applied advanced
machine learning for feature extraction, improving dataset
quality and IDS performance.

Research in [14] identified key contributions by Chowdhury
et al. and models from Shenfield, Ayesh, and Day. A
comparative analysis in [15] found that extreme learning
machine (ELM) could outperform SVM and random forest
in certain classification scenarios.

A fuzzy rule-based feature enhancement technique in [16]
boosted dataset quality, resulting in improved detection
accuracy.

3. Problem Domain

Handling large volumes of network traffic data with many
features is challenging due to time and resource demands.
Redundant and irrelevant data slow processing and reduce
classification accuracy. A method is needed that can reduce
the number of features while preserving intrusion-related
patterns.

4. Proposed Solution

The proposed framework targets real-time intrusion

detection by combining PCA and RF to improve speed and

accuracy. Traditional models often face high computation

costs and reduced accuracy due to redundant features; this

approach processes live network traffic efficiently.

1) Dataset: NSL-KDD dataset is used, similar to the
implementation in related work. PCA reduces redundant

features, boosting detection speed and reducing
overfitting.
2) Classification: RF classifier identifies intrusions,

implemented using Spark ML for distributed computing.
3) Deployment: Django is used to build a web dashboard
for real-time intrusion alerts and visualization.
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4) Performance Evaluation: Accuracy, precision, recall, and
F1-score are calculated.

Table 1: Performance Evaluation

Processing Accuracy | Error
Approach Used Duration (%) (%)
(minutes)
Support Vector Machine 4.57 84.34 2.67
Naive Bayes Classifier 9.12 80.85 3.49
Decision Tree Model 12.36 89.91 0.78
PCA + Random Forest 3.42 96.78 0.21

5. Outcome and Next Steps

Findings show that PCA significantly reduces the number of
features, resulting in faster model training and prediction.
RF achieves high accuracy, confirming its suitability for
intrusion detection. The trade-off between dimensionality
reduction and accuracy is studied, identifying an optimal
point where computational cost is minimized without losing
detection quality.
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Figure 2: Comparisons of the Classifiers

Tools and Technologies Used

The successful implementation of an Cyber Threat Detection
demands a combination of robust tools and technologies. In
this project, Python was selected as the primary
programming language due to its simplicity, versatility, and
extensive support for machine learning libraries.

The major libraries and frameworks utilized include:

e Scikit-learn: A comprehensive library for machine
learning providing essential functions for preprocessing,
dimensionality reduction (PCA), and Classification
(Random Forest).

e Pandas and NumPy: These libraries were essential for
efficient data handling, manipulation, and numerical
computations.

e Matplotlib and Seaborn: Used for data visualization,
plotting feature distributions, correlation heatmaps, PCA
scree plots, and model performance metrics like
confusion matrices and ROC curves.

e Flask: A lightweight web framework to create a
dashboard interface for real-time intrusion alerts
visualization.

e Dataset: The NSL-KDD dataset was chosen due to its
widespread acceptance in IDS research and its
improvements over the original KDD'99 dataset,
addressing redundancy and imbalance issues.

6. Conclusion

This work presents an IDS framework combining PCA and
RF to enhance speed and accuracy. It handles high-
dimensional data well and outperforms SVM, Naive Bayes,
and Decision Tree models. On the NSL-KDD dataset, it
achieved 96.78% accuracy, 0.21% error rate, and a
processing time of 3.24 minutes. These results lead to better
detection rates and fewer false positives.

With the rapid growth of internet-connected systems,
security threats are increasing. This approach offers a strong
and efficient intrusion detection method. Future work can
look at combining PCA with deep learning techniques to
further improve scalability and accuracy.
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