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Abstract: The Open Source Software (OSS) forms the cornerstone of modern-day computing in various applications ranging from the 

web to embedded devices and beyond. Although the OSS offers several advantages including innovative features, cost savings, and 

speed, it is also susceptible to security flaws due to its open-source nature and collaborative approach to software development. 

Traditional ways of evaluating vulnerabilities of OSS involved manual review of code, static analysis, and community-submitted bugs. 

These approaches might prove to be time-consuming and erroneous and thus unsuitable for the size of today's OSS projects. The advent of 

Machine Learning (ML), however, has enabled an entirely new approach to automatically detecting software vulnerabilities. With the 

help of sophisticated machine learning algorithms that make use of semantic, dependency, and pattern analysis of large data sets, 

predicting and classifying vulnerable parts of the code has become possible. In this study, we analyze the use of ML algorithms in 

discovering weaknesses in OSS. More precisely, we focus on: 1) the limitations of current manual and semi-automated vulnerability 

discovery approaches, 2) various ML techniques used for source code analysis based on supervised learning, deep learning, and NLP, 

and 3) the practical efficiency of using ML in actual OSS development projects. The experimental results showed that ML outperformed 

static analysis tools in terms of both accuracy and time. In particular, ML algorithms that use ASTs and code2vec embeddings showed 

better performance in identifying zero-day vulnerabilities than rule-based systems. Therefore, we argue that there is an increasing need 

for hybrid algorithms that combine ML with traditional static and data-driven analysis to discover vulnerabilities in OSS.  
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1. Introduction 
 

The concept of Open Source Software (OSS) has 

revolutionized the field of software engineering, with 

transparency, community collaborations, and community-

driven innovations being some of the factors driving 

advancements in this field. Popular examples of open source 

software include Linux, Apache, and Kubernetes, which 

have proven to be useful by offering scalable, 

dependable, and affordable solutions that are used in 

building critical infrastructure and enterprise applications all 

around the world. Being an open source software makes it 

easier for a larger group of developers to participate in the 

project and hence offers a quicker process of developing 

new features or fixing bugs when compared to proprietary 

software. But at the same time, it poses some issues since 

there are many authors and no proper supervision in most of 

the cases. There is a likelihood of coding mistakes, which 

might not get picked up for quite some time. 

 

1.1 Importance of Vulnerability Detection 

 

1) Enabling Software Security: Vulnerability 

identification is important for the development of 

software security. With the advent of open-source and 

proprietary software as the building blocks of digital 

technology, one vulnerability may lead to a potential 

point of entry for the attackers. Prompt and efficient 

identification ensures that the threat is averted. 

2) Privacy and Confidentiality of User Data: Firms have 

large volumes of confidential information, and the 

intricate nature of their software applications makes 

them susceptible to vulnerabilities that are interrelated. 

The process of identifying and fixing bugs plays an 

important role in safeguarding users’ privacy and 

adhering to data protection guidelines like GDPR and 

HIPAA. 

3) Risk Management: The consequences of vulnerabilities 

go beyond issues of mere technical nature since they 

may also lead to instant economic losses and harm 

reputation. Data breaches may lead to high expenses on 

recovery and fines from regulators along with loss of 

customers' trust. 

4) Protection of National and Critical Infrastructures: 

Critical infrastructures, such as power grids and health 

care facilities, rely extensively on open-source software. 

Therefore, quick detection and elimination of 

vulnerabilities is essential for the security of a country 

and defense against cyber attacks. 

5) Encouraging Sustainable Software Development 

Practices: Vulnerabilities detected in software 

development help eliminate risky practices, reduce 

technical debt, and develop better knowledge about 

secure programming principles. 

 

1.2 Rise of Machine Learning in Security 

 

The field of Machine Learning (ML) is revolutionizing 

cybersecurity by using data intelligence and pattern 

recognition to automatically discover vulnerabilities in 

complicated software ecosystems. ML techniques use 

training based on previous datasets to recognize abnormal 

behavior patterns, allowing not only new attacks to be 

detected but also existing weaknesses to be strengthened. 

 

Supervised learning approaches like SVMs and Random 

Forests perform well in classification problems, while deep 
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learning approaches like CNNs and Graph Neural Networks 

learn features by taking into account the structure and 

context of the data. Transformer-based approaches, such as 

CodeBERT, GPT models, and other semantic models, have 

improved capabilities for long-range dependencies and 

semantics. 

 

2. Literature Survey 
 

2.1 Traditional Vulnerability Detection Approaches 

 

1) Conventional Static Analysis Tools (SATs): 

Conventional SATs such as SonarQube and Fortify are 

used for detecting vulnerabilities using the analysis of 

source code without execution. SATs use predetermined 

rules and patterns to look for such issues as insecure 

coding, syntax errors, and vulnerabilities such as SQL 

injection and buffer overflow. 

2) Dynamic Analysis: Dynamic analysis techniques involve 

the examination of software in a running state to uncover 

vulnerabilities that cannot be detected until the program 

is being run. In dynamic analysis, such vulnerabilities as 

memory leakages, race condition problems, and other 

vulnerabilities associated with input dependency can be 

found. 

3) Manual Source Code Review: A manual source code 

review refers to the process of manually examining 

source code by a specialist in order to uncover 

vulnerabilities. This method benefits from the knowledge 

of domain-specific aspects of code that may not be 

comprehended by automatic tools. At the same time, 

manual reviews are slow and prone to errors 

 

2.2 Approaches Based on Machine Learning 

 

1) Supervised Learning: Supervised learning in machine 

learning uses code snippets annotated with labels of 

vulnerable and non-vulnerable pieces of code to train 

models like SVM and Random Forests. Such classifiers 

are able to detect patterns connected with security 

vulnerabilities, making them capable of generalizing 

from examples and detecting similar problems in 

untrained code. 

2) Deep Learning: Deep learning techniques increase the 

effectiveness of finding security vulnerabilities using 

embeddings and modeling semantics of the code by 

means of neural networks. Techniques like Code2Vec or 

Word2Vec create representations of source code tokens 

in a vector space. Such approaches are state-of-the-art in 

the field, but require great computational power and lots 

of data. 

3) NLP-based Models: The synergy of NLP and software 

engineering results in new models of source code 

analysis as a natural language. Transformer architecture 

such as BERT and its variations allow for learning the 

context of the code and make finding vulnerabilities 

easier 

 

2.3 Literature Oversights 

 

Even with the development of both classical approaches and 

machine learning models, there exist several limitations in 

existing research. The lack of labeled data is one of the most 

prominent constraints since it affects the process of training 

and validating machine learning models. Moreover, the 

interpretability of machine learning models, especially deep 

learning and transformer models, is another critical issue due 

to their black-box nature. 

 

3. Methodology 
 

3.1 Dataset Collection 

 

For ensuring the accuracy and reliability of models used for 

detection of flaws, it is vital that datasets should come from 

trustworthy sources such as Github, CVE databases, and 

NVD. After collection of data, preprocessing takes place in 

order to make sure that data being used in machine learning 

tasks has high quality and consistency. 

 

Tokenizing is performed in order to split source code into 

parts in order to discover certain patterns using different 

algorithms. Abstract syntax tree (AST) is obtained in order 

to find out structural and syntactic relations in source code. 

Normalization, which is mainly focused on normalization of 

names of variables and functions, is carried out in order to 

obtain similarity. 

 

3.2 Feature Extraction 

 

1) Bag of Words (BoW): The Bag of Words approach is 

one of the most basic ways used for extracting features 

from source code. This approach involves the 

conversion of code into a string of tokens like 

keywords, operators, and identifiers, ignoring syntactic 

information and token order. Even though this 

approach is efficient in determining whether or not 

certain vulnerable keywords or patterns exist in the code, 

it is unable to recognize semantic similarities and the 

interrelation of tokens. 

2) Word Embedding Techniques: Word embedding 

approaches like Word2Vec, FastText, and code2vec are 

used to obtain more semantic connections between 

tokens. 

3) Graph-Based Features: Graph-based features exploit 

the structural nature of source code by employing 

Abstract Syntax Trees (ASTs), Control Flow Graphs 

(CFGs), and Data Flow Graphs (DFGs). The use of such 

features helps models comprehend the logical 

relationships between different parts of code, allowing 

for the interpretation of syntactic and flow structures. 

 

3.3 Model Development 

 

1) Supervised Learning Models: A number of 

conventional supervised learning models used for 

vulnerability detection include Logistic Regression, 

Support Vector Machine (SVM), and Random Forest. In 

the case of Logistic Regression, where we need to 

interpret our model and perform binary classifications, 

we may employ this model, while the use of SVM is 

suitable for multi-class classifications. 

2) Deep Learning Models: For advanced models that 

allow us to autonomously detect complex patterns in 

source code, deep learning offers various approaches 

through which we can apply CNNs, RNNs, and GNNs. 
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To detect complex dependencies in code, RNN (LSTM, 

GRU) is a suitable choice. 

3) Transformer Models: Transformer models based on 

attention mechanisms, such as CodeBERT and GPT, 

have found their place in the field of NLP. They use self-

attention, which allows them to identify semantic and 

long-distance relationships in code; thus, they work 

faster than RNNs and CNNs. 

 

3.4 Evaluation Metrics 

 

1) Accuracy: The accuracy metric computes the proportion 

of correct predictions of both types – vulnerable and not 

vulnerable instances among all predictions made. While 

being quite handy as an indicator of how well the model 

works, the metric may give distorted results when 

working on unbalanced data sets. 

2) Precision: This metric examines the quality of positive 

predictions and represents the proportion of correctly 

recognized examples among all the positive cases 

recognized by the model. The higher the precision, the 

lower the number of false positive examples. 

3) Recall: Recall metric evaluates the proportion of 

correctly recognized vulnerabilities among all 

vulnerabilities. High recall means that the model 

efficiently deals with the problem of missing 

vulnerabilities. This metric is especially important in 

security terms since missing a vulnerability may be rather 

critical. 

4) F1-Score: F1-score evaluates the tradeoff between 

precision and recall and is defined as the harmonic mean 

of these metrics. 

 

4. Results and Discussion 
 

4.1 Experimental Setup 

 

The computer experiment aims at creating a research setup 

that can deal with huge amounts of data and facilitate the 

training of deep learning algorithms. The experimental setup 

consists of a system with an NVIDIA graphics processing 

unit (GPU) and 32GB of memory to support deep learning 

algorithms' training and inference. The experimental 

approach will mainly employ Python programming 

language, TensorFlow, and Scikit-learn libraries. 

 

4.2 Performance Analysis 

 

Table I: Model Performance Comparison 
Model Precision Recall F1-Score 

SVM 0.82 0.78 0.8 

Random Forest 0.85 0.81 0.83 

CNN 0.88 0.85 0.86 

Transformer (CodeBERT) 0.92 0.9 0.91 

 

1) Support Vector Machine (SVM): The Support Vector 

Machine model showed a precision of 0.82, a recall of 

0.78, and an F1-score of 0.80. The above figures 

demonstrate that this algorithm successfully differentiates 

between vulnerable and non-vulnerable snippets but still 

cannot find all vulnerabilities because of a low value of 

the recall coefficient. 

2) Random Forest: The Random Forest algorithm surpasses 

SVM in terms of precision, recall, and F1-score 

coefficients equal to 0.85, 0.81, and 0.83 accordingly. The 

higher recall value means the better ability to recognize 

vulnerabilities with minor increases in the number of false 

positives. 

3) Convolutional Neural Networks (CNN): Using CNNs 

helps achieve better precision (0.88), recall (0.85), and 

F1-score (0.86). This algorithm performs well in 

recognizing local patterns in token sequences and is 

capable of revealing additional signs of vulnerability. 

4) Transformer (CodeBERT): Finally, using transformers 

to analyze data (CodeBERT model) enables the 

researcher to achieve the best precision and recall equal 

to 0.92 and 0.90 with an F1-score of 0.91. 

 

4.3 Key Findings 

 

The experiments prove that transformer-based models like 

CodeBERT show more efficacy and consistency than 

traditional machine learning methods. Transformers use self-

attention techniques to recognize the long-range 

dependencies and semantics between pieces of code. The 

problem of data imbalance remains, making it difficult to 

transfer findings to other datasets. 

 

4.4 Limitations 

 

Transformer Models and other deep learning algorithms 

require huge processing capabilities in terms of both high-

end GPUs and sufficient memory storage. This increases 

costs related to testing and experiments and may limit the 

possibilities for small research labs. In addition, there is no 

large vulnerability datasets available to researchers at the 

moment. 

 

5. Conclusion 
 

The study proves that ML models have great potential in the 

area of discovering vulnerabilities in OSS as they perform 

better than conventional static analyzers, dynamic testing, 

and manual code review. From among the models tested in 

the study, those based on the transformer neural network 

achieved greater accuracy levels. The encoder-based 

transformers like CodeBERT worked better compared to 

other models owing to their ability to detect dependency in 

long distance and interaction semantically in the source 

code. 

 

Further research could explore the following areas: creation 

of standardized benchmarking datasets, use of XAI 

techniques to make models explainable, federated learning, 

and embedding of ML-based vulnerability detection systems 

into the DevSecOps pipeline. 
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